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1. Introduction 
 
The Private Security Industry Act 2001 requires the Security Industry 
Authority (SIA) to establish a "system of inspection for providers of security 
services, under which those organisations who satisfactorily meet the agreed 
standards may be registered as approved, and may advertise themselves as 
such". 
 
The aim of the Approved Contractor Scheme (ACS) is to raise standards in 
the private security industry to help protect the public. The scheme is 
voluntary and was developed in consultation with representatives from across 
the industry. It covers all those parts of the industry that are regulated by the 
SIA.  
 
The SIA developed the current strategy for the ACS over a three year period 
leading up to publication of the ACS Regulatory Impact Assessment in March 
2006. A wide range of options was considered and the interrelationship 
between the various choices open to the SIA explored. The ACS was 
introduced in 2006 with a single standard and a single level of approval for 
use across the whole of the regulated industry. 
 
Since the first approvals on 20 March 2006 the ACS has attracted over 600 
approved contractors and there are forecast to be 700 approved contractors 
by April 2010. This success has led to debate as to whether the standard has 
been set at the right level and how purchasers can differentiate between 600 
or more potential security suppliers, all of which are SIA approved. Feedback 
has been received by the SIA from some ACS companies that the 
differentiator purchasers are now relying on is cost and that this is having a 
negative impact on the industry against the intent of the ACS 
 
The Office of Government Commerce (OGC) review of the ACS in 2008 
identified differentiation as a potential issue. Although the ACS has a single 
level of approval, the assessment allows companies to demonstrate where 
ACS requirements have been exceeded and this leads to each approved 
contractor obtaining an assessment score beyond simple confirmation that 
the necessary standard has been met. The SIA publishes summary 
benchmark data derived from analysis of all assessment scores and this 
introduces one potential approach to differentiation within the current ACS; an 
approved contractor may share its assessment score with clients or potential 
clients and compare this to the benchmarks published by the SIA. The OGC 
review found a mixed response to the use of benchmark data derived from 
assessment scores as an approach to differentiation but recommended that 
the SIA should continue to publish benchmark indicators. 
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The Home Office Delivery Review completed in November 2008 also 
identified the issue of differentiation and recommended that the SIA should 
further develop the ACS scheme to provide within the scheme greater 
differentiation of standards of compliance (e.g. gold, silver, bronze etc) with 
industry best practice. 
 
However, a recent review led by the Better Regulation Executive of SIA 
implementation of Hampton principles suggested in the draft report; “This 
[differentiation] issue is currently under review [by the SIA]: we felt that this 
would put the SIA, as a government body, in a difficult position, and that an 
alternative approach might be to work with the industry to promote 
independent higher standards if this suits their needs.” 
 
Given the wide range of inputs and views held on the issue of differentiation 
within the ACS the SIA undertook this study to analyse further the issues 
arising and to identify potential ways forward. 
 

2. Study Methodology 
 
This study was undertaken in three key stages: 
 

·  Interviews with key stakeholders including: 
i. Industry Associations 
ii. Industry Commentators 
iii. ACS companies 
iv. Assessing Bodies 
v. Assessors 
vi. SIA Board and Staff 
vii. SIA Partner Organisations 

 
·  Scheme Comparison 

i. Comparison of the scheme with other industry approaches. 
This was a desk top review against publically available 
information 
 

·  Scoring review 
i. A high level review on the distribution of scores based on the 

size (number of employees) for a selection of ACS 
companies 
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3. Study Objectives  

To determine the suitability of a single level of approval within the ACS given 
the continuing growth in the number of approved contractors (600 as of March 
2009 with a forecast of 700 in March 2010). In particular to consider: 
 

·  What need stakeholders perceive for differentiation and how 
differentiation could be achieved; 

·  Whether differentiation within the ACS is appropriate given its 
purpose and positioning as a regulatory tool subject to Hampton 
principles; 

·  What options are there for differentiation within the ACS; 
·  Which option(s) for differentiation, if any, would best support the 

SIA mission and vision and the effective functioning of the ACS. 
 
 

4. The Differentiation Debate 
 
Many views were put forward during the course of this study. Recognising 
that differentiation in various formats currently exists the main arguments put 
forward are summarised below. 
 
Primary arguments for additional differentiation: 
 
600 approved contractors is too many to maintain the necessary 
standard 
The ACS has exceeded early estimates from the industry and from the SIA 
that only 200 to 300 contractors might join the scheme. This success has led 
to questions being raised about whether the 600 companies that are currently 
registered have really met the ACS Standard. This has further led to concerns 
about the rigour and consistency of ACS assessments.  
 
This issue can be addressed by building greater confidence amongst 
stakeholders that all approved companies genuinely warrant ACS status. This 
requires a focus on the ACS assessment process rather than the ACS 
standard, a priority supported by the ACS Strategy and Standards Group at 
its meeting in February 2009. The implementation of the recommendations of 
the Assessor Strategy review conducted in 2008 is already in hand to address 
this issue. 
 
Lack of differentiation within ACS leads to increased focus on price 
If purchasers are content to rely on SIA approved contractor status as the 
assurance of quality, there may be increased reliance on price as the final 
determining factor when issuing contracts.  
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Information gathered as part of the ACS 2009 annual review did not validate 
this argument with buyers of security services indicating rather that a number 
of factors, including price, are key in the purchasing process. It is however 
recognised that price will always be a major differentiator used by purchasers 
regardless of whether the ACS adopts further differentiation or not. Creating a 
“differentiator” within ACS to encourage purchasers to select security 
providers purely on their SIA status is not realistic and may have little impact 
on the price issue. 
 
Existing differentiators, particularly assessment scoring, are flawed 
Currently an outcome of the assessment process is a score based on an 
individual company’s implementation of the good practice criteria in the ACS 
Self Assessment Workbook (SAW).  Some purchasers are now requesting 
assessment scores when making the decision on which contractors to appoint 
or to invite to tender. In practice a higher score is no guarantee of a better 
service since the criteria assessed cover a wide range of business processes. 
Larger companies in particular often obtain higher scores than smaller 
companies because of the more formal processes they have in place (see 
Appendix C – Scoring Review). Alternative differentiators are therefore 
needed.   
 
Primary arguments against additional differentiation: 
 
Smaller companies may be disadvantaged 
Creating different levels of approval within ACS was seen by many medium 
and small organisations as potentially giving commercial advantage to larger 
organisations. A widely held view was that the larger companies would always 
have the resources, financial and staff, to invest in achieving the highest 
rating, but this investment would not necessarily deliver higher quality 
service(s). These small and medium sized organisations had sought ACS 
status on the basis that it was a single approval for all organisations to 
demonstrate commitment to and delivery of an effective security service. 
These organisations felt that any move towards differentiation would change 
this fundamental principal of the scheme and could jeopardise their future 
involvement in the scheme.  
 
Existing methods of differentiation are sufficient 
Besides assessment scoring, discussed above, there are other potential 
differentiators already available to purchasers or to contractors. These could 
be promoted by the SIA. 
 
Such differentiators include: 

·  Range of sectors approved  
·  Authorisation to issue licence dispensation (LDN) 
·  Length of time on the ACS register 
·  Size of organisation 
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·  Entry route to the ACS Register i.e. Standard, Fast track and 
Passport routes 

·  Assessment score 
·  Membership of industry bodies e.g. IPSA, BSIA, UKCMA, BAPSC 
·  Other certifications / approvals e.g. IIP, ISO9001, etc. 
·  Credit rating  
·  Location of offices 
·  Provision of other services i.e. cleaning and building maintenance  

 
These lists are not exhaustive and other differentiators will exist. Therefore it 
could be argued that “informed” purchasers have sufficient information 
available at present to differentiate between potential suppliers and make the 
final determination on whom to enter into contract with. 
 
ACS status confirms that the security company has met ACS requirements; it 
is one method that purchasers can use to differentiate between suppliers. It 
will never be the only method used and ACS should not try to do everything. 
 
The influence of legislation and regulatory codes 
 
Hampton Principles and Regulators’ Compliance Code 
The ACS is positioned as a regulatory tool and is governed by Hampton 
principles and the Department of Business and Regulatory Reform (BERR) 
Regulators’ Compliance Code. Hampton principles must be taken into 
account in any differentiation discussion. 
 
Consultation with the Better Regulation Executive has determined that some 
form of differentiation within the ACS would not be in breach of Hampton 
principles as the ACS is voluntary. If, however, the SIA decides that 
differentiation within the ACS is beneficial to the future development of the 
scheme, the criteria used for establishing differentiation should be such that 
they can be applied uniformly by all security companies regardless of size and 
not penalise any particular sector of the industry.  
 
Feedback from the Hampton Implementation Review Team (from a review of 
the SIA in January 2009) highlighted two additional points: 
 

·  There are risks that higher standards as part of any differentiation 
approach might impose additional burdens; 

·  An alternative approach to differentiation within ACS might be to work 
with the industry to promote independent higher standards.  This would 
reflect the position in most other sectors where there is no comparable 
state-run scheme. 
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Sections 43 to 48 of the (draft) Hampton Implementation Review report 
contain further detail. 
 
The Private Security Industry Act 2001 implies a single level of approval 
The Act requires the SIA to create a register of approved contractors and 
makes the SIA responsible for the determination and publication of the 
conditions for approval.  
 
However, the Act does not prohibit multiple approaches and therefore does 
potentially allow the SIA to implement differentiation within the ACS 
framework. Depending on the approach adopted, if any, secondary legislation 
may be required. 
 

5. Differentiation Concepts 
 
During the data-gathering stage of the study a number of potential models for 
differentiation were discussed. This section of the report provides an outline of 
the various approaches that were identified.  
 
Concepts: 
 

1 Informed Choice Differentiation 
The SIA publishes advice on the relationship between ACS and 
other approvals. 
 

2 Criteria Based Differentiation 
The SIA introduces additional levels of approval based on 
assessment against new criteria. 
 

3 Performance Based Differentiation 
The SIA introduces additional levels of approval based on 
measurement of contractor performance. 
 

4 Assessment Score Differentiation 
Use of existing assessment scores.  
 

5 Benchmarking Differentiation 
Refinement of the existing assessment scoring approach to 
recognise performance in several different areas. 
 

6 Beacon Status 
The SIA recognises exceptional achievement by contractors. 
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7 Assessment Type Differentiation 
The SIA promotes the use of alternative assessment approaches. 
 

8 Company Wide Approval 
The SIA identifies contractors approved for all security services 
provided. 

 
The synopsis provided below is to give an overview of the concepts and not to 
provide a detailed framework on the practicalities of implementation of each 
approach. Comments have however been made about the pros and cons of 
each approach where appropriate. 
 
Further consultation with stakeholders will be required as part of any 
implementation process relating to any of the approaches discussed here. 
 
 
Concept 1: Informed Choice Differentiation  
 
Recognising that the ACS cannot be the sole determinant of the suitability of 
a security supplier, the SIA could publish information for purchasers of 
security services relating to other approvals available to security contractors. 
 
By its very nature this list would not be exhaustive but could include guidance 
on approvals, certifications and memberships operated, managed and 
delivered by other bodies where it can be demonstrated that these support 
delivery of SIA objectives. This information would set out what the approval, 
certification or membership means and where it may supplement ACS.  
 
The SIA would work towards consensus amongst interested parties regarding 
the positioning of relevant approvals. Security contractors would then be able 
to create their own differentiation approach. 
 
As a regulator any “Informed Choice” guidance provided by the SIA would 
need to be carefully positioned. It would need to avoid giving commercial 
advantage to any individual scheme or being seen to endorse any particular 
approach. The information would also need to be published in such a manner 
as to not devalue the ACS. 
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Fig 1 SIA INFORMED CHOICE 
 
Pros: 

·  Allows a high level of flexibility for security companies when deciding 
how they wish to differentiate their organisation taking into account 
their business proposition. 

·  Could involve organisations offering approvals that are recognised by 
the SIA to reciprocally recognise the value of ACS. This would lend 
further credibility to the ACS and create better consensus on good 
practice across the industry. 

·  Potentially addresses a (pending) recommendation from the Hampton 
Implementation Review that the SIA engage the industry in resolving 
the differentiation issue.  

·  Consistent with the (pending) Hampton Review recommendation to 
involve the industry more in raising standards. 

Cons: 
·  Could be very time consuming for the SIA identifying and positioning 

alternative approvals. 
·  Achieving consensus on the value of potentially competing approaches 

may be difficult. 
·  May give commercial advantage to bodies providing other approvals. 
·  Recognition of other approvals may undermine ACS. 

ACS

Training
Qualification

Industry
Trade

Association

Other 
Awards
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Concept 2: Criteria Based Differentiation 
 
As with any approval activity the simplest form of differentiation is to create 
alternative, graded criteria against which an assessment is conducted. 
Approval is then granted in terms of which set of criteria have been met. 
 

 
Fig 2: Criteria based differentiation 

 
The more exacting requirements would be in the higher tiers. Tiers could be 
designated gold, silver, bronze or broadly aligned as follows, offering the 
additional opportunity to define a relationship with any company licensing 
scheme introduced by the SIA. 
 
Tier 1: Registered – compulsory for all approved contractors and potentially 
for all companies under any compulsory licensing scheme. 
 
Tier 2: Approved –for ACS companies who wish to demonstrate their 
commitment to quality by meeting some additional requirements. 
 
Tier 3: Premier – for those ACS (registered) companies who can and wish to 
demonstrate the highest levels of excellence by applying the majority of the 
good practice criteria in the current SAW.  
 
Additional criteria could be added to create additional or strengthen individual 
tiers as required. A two tiered system using tiers 1 and 2 above would 
naturally result from the introduction of compulsory licensing of companies or 
businesses. 
 
Pros: 

·  Once the criteria have been established and the assessors trained this 
would be a fairly simple differentiation model for the SIA to introduce. 
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The existing ACS workbook already incorporates graded elements that 
could be developed into tiered criteria. 

·  Contractors would naturally aspire to be in the top tier, which would 
have the ultimate benefit of raising standards within the industry. 

·  The criteria could be set to provide a framework for improvement by 
publishing requirements that would become mandatory at some point 
in the future e.g. on a three year cycle. This could allow contractors to 
choose to meet current or future requirements and to publish which 
requirements they had been assessed against, e.g. ‘ACS 2012’. 

Cons: 
·  This approach might disadvantage small and medium size companies 

which may not have the resources to invest to achieve the highest 
status.  

·  It is unusual for a regulator to rank service providers on the basis of the 
quality of their work.  

·  From a Hampton point of view, there are risks that additional criteria 
will impose additional burdens. This approach may not suit individual 
sectors within the security industry where differentiation is not a 
significant issue.  

·  Obtaining agreement on criteria that will add value may prove difficult.  
·  The added elements of a system that is suitable and effective across 

multiple sectors and multi-sector organisations could make the scheme 
complex to manage and could confuse purchasers. 

·  Potentially a large number of companies will aspire to the highest tier 
and as a result the debate on differentiation will be re-ignited. 

 
Concept 3: Performance Based Differentiation 
 
Performance-based differentiation is a variant of the criteria-based approach 
that would depend on a set of performance metrics and associated 
benchmarks being established to raise the standard of delivery. Contractors 
could be graded or placed in tiers based upon performance against these 
metrics. 

 
Potential metrics could include: 

·  client retention, client satisfaction survey results 
·  complaints and / or compliments received from members of the 

public  
·  employee retention rates, employee satisfaction results 
·  incidents that require supervisor or police attendance 
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Fig 3: Performance based differentiation 
 

 
Pros: 

·  Given appropriate measures, this approach could give a balanced view 
of individual ACS company’s performance.  

·  Using performance data as the differentiator should not penalise an 
organisation based on its size. 

Cons: 
·  Establishing appropriate measures would be a major development task 

for the SIA and would require significant cooperation from the industry 
and other stakeholders. 

·  Contractors may need to change existing measurement practices in 
order to conform to the new metrics. 

·  Gaining consistent and meaningful feedback from interested parties 
would be difficult. The potential of not being able to “grade” an ACS 
company due to the lack of data would be a real concern.  

·  The nature of contracts held could distort performance. 
·  Different metrics may be required for different industry sectors adding 

further complexity. 
·  This approach may have unintended consequences and even result in 

a lowering of standards if the correct metrics are not implemented or if 
the measurement system is faulty. 
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Concept 4: Assessment Score Differentiation 
 
As discussed above, the current ACS assessment results in a score being 
obtained by each approved contractor. This assessment score was originally 
designed to be used as a continual improvement tool rather than for 
differentiation purposes. However the score in its own right can be used as a 
differentiator and, indeed, some purchasers have already adopted this idea. 
The SIA could further develop the idea to improve the consistency and 
reliability of scores and improve the potential suitability of scoring as a 
differentiator. 
 
Additional information relating to scoring is contained in Appendix C of this 
report and should be reviewed when considering the scoring issues.  
 
Pros: 

·  Already in place and increasingly used by contractors and purchasers. 
·  Flexible approach that has already demonstrated the ability to 

encourage continuous improvement 

Cons: 
·  Increases the assessment burden on contractors who need to 

demonstrate good practice on top of conformance with requirements. 
·  The potential focus on a single assessment score requires a consistent 

approach across all assessors which is difficult to achieve. Other 
schemes (e.g. EFQM) using assessment scoring may use teams of up 
to 8 assessors to achieve consistency. 

·  A high score may be obtained by a contractor ‘cherry picking’ points 
that are relatively easy to obtain but which may not be of value to a 
particular purchaser. 

·  The current scoring system appears to favour larger companies. 
·  Some good practices apply only to certain industry sectors and 

therefore contractors approved for more than one sector may achieve 
a higher score without delivering a better service. 

 
Concept 5: Benchmarking Differentiation 
 
This approach is a derivation of the existing assessment scoring (see 
Concept 4 above) that attempts to address some of the problems arising from 
the focus on a single assessment score. Rather than publishing total 
company scores, performance would be rated for each of the 9 sections of the 
SAW. 
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Fig 4: Benchmarking approach 
 
The SIA would maintain benchmarks in relation to each of the 9 sections 
allowing creation of a dashboard such as shown in Fig 4. Colour coding in this 
example indicates how the company performs against relevant benchmarks 
(green for upper quartile, red for lower quartile, etc.). 
 
 
Pros: 

·  Allows a contractor to demonstrate performance in an area that may be 
a strategic priority or may be of particular interest to a purchaser. 

·  Avoids a focus on a single score which may be misleading 
·  Highly flexible. Benchmarks could be set e.g. in relation to company 

size to allow like for like comparison helping to avoid misleading 
comparisons.�

 
Cons: 

·  Many different benchmarks could be required (sector, size, etc.) adding 
complexity and potentially causing confusion. 

·  If a purchaser is not fully informed as to the structure and approach of 
the “dashboard” they would not be comparing like with like. 

·  Although reducing reliance on a single number, many of the remaining 
concerns with assessment scoring remain. 

 
Concept 6: Beacon Status 
 
This option encourages adoption and sharing of best practice by providing the 
opportunity for companies to obtain recognition from the SIA in an area of 
their own choosing. A similar approach is currently used in local government; 
Beacon status might be granted to those authorities who can demonstrate a 



 
 
Approved Contractor Scheme 
Differentiation Study 2009 
 

 

Approved Contractor Scheme - Differentiation Study V2_0  Page 16 of 37 

clear vision, excellent services and a willingness to innovate within designated 
areas chosen by ministers (www.beacons.idea.gov.uk). 
 
Companies in the regulated private security industry could apply for Beacon 
status in a particular area of business practice they excel in. The SIA would 
provide a framework for evaluation of applications. For example, applicant 
companies might need to demonstrate that the practice submitted for 
consideration is innovative, effective, raises standards, protects the public and 
is beyond existing ACS requirements.  
 
An evaluation panel could include independent experts as well as SIA staff. 
Costing of the evaluation process would need to be considered. For example, 
payment of an application fee could be part of the process and might deter 
companies from submitting speculative applications. 
 
Companies who achieve beacon status could be required to communicate or 
promote their best practice more broadly to support the overall aims of the 
ACS. This could be achieved for example through publication of the approach 
or through presentation of the approach at suitable forums or events. 
 
Beacon status has some parallels with the current ACS Champion award 
which recognises a company that demonstrates: 

·  Active promotion of the scheme and its benefits with customers and 
other stakeholders  

·  Consistent contribution to furthering the aims of the scheme  
·  Evidence of creation of a safer environment for the public  
·  Participation in new opportunities for the private security industry 

Pros: 
·  Allows companies to demonstrate innovation and good practice 

beyond the requirements of the ACS. 
·  ‘Beacons’ would have the potential to promote good practice in the 

industry. 
·  Does not impose any new requirements on contractors or add to the 

regulatory burden. 
·  Consistent with the voluntary nature of the existing ACS. 
·  Application fees would be entirely separate from ACS fees avoiding 

any cross-subsidy by contractors not choosing to pursue this form of 
differentiation. 

·  Consistent with the (pending) Hampton Review recommendation to 
involve the industry more in raising standards. 
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Cons: 

·  If positioned or promoted incorrectly this approach could be seen as 
just another industry award with no real value.  

·  Companies may be reluctant to take up beacon status and therefore 
provide insight to the rest of the industry on their best practice 
approach which could result in the loss of competitive advantage. 

·  There would costs involved in running a new application process. 

 
Concept 7: Assessment Type Differentiation 
 
Two types of assessment currently exist within ACS; standard ACS 
assessment and assessment via a passport scheme operator. This leads to 
the idea that contractors could differentiate themselves based on the type of 
assessment undertaken. 
 
ACS companies could choose to increase the rigour of their assessment 
regime voluntarily by e.g.: 
 

·  Increasing the number of assessment days; 
·  Increasing the frequency of their assessments; 
·  Undertaking unannounced visits. 

 
 

 
Fig 5 SIA REGISTERED SECURITY CONTRACTORS 
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Pros: 

·  Development of this approach would not be overly complex for the SIA.  
·  The approach is flexible and allows ACS companies to chose an 

assessment regime that is “best fit” for their organisation 

 
Cons: 

·  Although voluntary, any increased assessment would increase costs 
for the contractor. 

·  Could put pressure on contractors to undertake additional assessment 
that may not add value. 

·  May not be consistent with Hampton principle of targeted inspection. 
·  Could undermine confidence in the existing ACS assessment 

approach. 

 
Concept 8: Company wide approval 
 
There is the potential to differentiate between security companies that choose 
to have all their security activities covered by ACS and those companies that 
decide only to have some of their activities approved. For example, a 
company may be approved only for security guarding but may also provide 
key holding, CCTV or close protection services. A purchaser may prefer to 
know that all relevant activities undertaken by a supplier have been assessed 
by the SIA. The SIA could introduce terminology such as ‘full approval’, 
‘partial approval’ or ‘company-wide approval’ 
 
Pros: 

·  Discourages cynical use of ACS where a contractor obtains approval 
for a minor area of activity in order to use the ACS mark. 

·  Could potentially raise standards as companies would be encouraged 
to apply ACS to all their activities not just selected sectors. 

·  Would require disclosure by a company of all regulated activities 
currently undertaken. 

 
Cons: 

·  May be perceived as an additional burden on companies with only 
minor involvement in some sectors, such as vehicle immobilisation, 
requiring additional approvals (with associated assessment costs) in 
order to obtain the highest perceived status. 



 
 
Approved Contractor Scheme 
Differentiation Study 2009 
 

 

Approved Contractor Scheme - Differentiation Study V2_0  Page 19 of 37 

·  May create barriers which prevent a company entering into a new 
licensable activity 

6. Study conclusions 

Before its introduction in March 2006 a wide range of options was considered 
for the design of the ACS including whether contractors should be simply 
“approved” or “not approved” or whether there should be different levels of 
approval. A single level of approval was preferred for the following reasons: 

·  A single level of approval would be more easily and effectively 
marketed 

·  There is less scope for confusion among customers and in the industry 

·  The problem of companies attaining one level of approval in one sector 
and a different level in another is avoided 

·  A single level scheme can be developed and implemented more easily 
and quickly, and can accommodate future changes more readily 

 
Three years on this approach still appears sound. There is currently no 
consensus within the industry about the role of or need for different levels 
within the ACS. Opinions not only vary with regards to the need for different 
levels of approval but also in relation to any other method of differentiation 
and, significantly, the contribution this would make to delivery of the aims of 
the ACS. 
 
There is, however, a consensus that focus on the rigour (consistency) of the 
ACS assessment process will add value, building confidence in the 
performance of all companies currently holding approved contractor status. 
As mentioned in Section 4 of this report it is expected that the implementation 
of the recommendations of 2008 Assessor Strategy Review will help to 
address these concerns.  
 
However, focusing only on the assessment process will not resolve the 
differentiation debate and may neglect opportunities to further the aims of the 
ACS.  Introduction of different levels of approval within the ACS is not the only 
option for differentiation. Other approaches may meet purchaser, contractor 
and SIA needs without the need for re-structuring of the ACS itself and 
without disadvantaging any particular size or type of contractor. Some such 
approaches are consistent with the existing ACS design and it is these which 
may offer the best solution. 
 
The table on the following pages summarises the concepts for differentiation 
and their potential contribution to the aims of the ACS: to raise standards to 
help to protect the public.  
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Concept Support for ACS objectives Overall suitability for differentiation 
Informed Choice May raise awareness of standards amongst the 

public and this could have benefits in relation to 
protecting the public. No new standards or 
requirements would be created but suppliers may 
follow additional existing standards recognised by 
the SIA. 

Suitable - would allow individual companies to 
determine the differentiation approach for their own 
company which best fits their method of operation. 
Potentially will not create a cost burden for the 
industry but will engage the industry in determining 
the most suitable standards for its development. 
 

Criteria 
(Tiers of approval 
based on new criteria) 

Depending on the additional criteria used this 
approach could raise standards. However, it may 
also have a negative impact with smaller companies 
leaving the ACS. 
 

Unsuitable – would introduce cost and complexity 
and may disadvantage smaller companies.  
Over time, contractors would migrate to the highest 
tier potentially placing additional burdens on the 
industry and on new entrants. 

Performance 
(Tiers of approval 
based on performance 
metrics) 

Depending on the performance metrics used this 
approach could raise standards. 

Unsuitable – the practicalities of assembling 
appropriate performance data rule this approach out. 

Assessment Scoring/ 
benchmarking 

This approach could support the ACS objectives  as 
it provides an incentive for continuous improvement 

Suitable but only if current concerns with consistency 
and misinterpretation are addressed. The use of the 
dashboard approach may help ensure focus on 
continuous improvement. 
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Concept Support for ACS objectives Overall suitability for differentiation 
Beacon Status Could allow the SIA to promote beacon categories to 

help protect the public. If ‘beacon companies’ are 
successful in sharing best practice this could also 
raise standards. 
 

Suitable - encourages companies to differentiate 
themselves. Provides a mechanism to recognise 
best practice and allows the dissemination of best 
practice to the industry. No significant cost burden.  

Assessment Regime Additional assessment would provide additional 
assurance that standards are met. 
 

Unsuitable – creates additional costs and is 
inconsistent with Hampton principles. 

Company wide Could build public confidence in ACS but no new 
standards would be created. 
 

Suitable – but would not in isolation create a 
significant differentiator. Over time contractors will 
migrate to ‘full approval’. 
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7. Study recommendations 
 
A singe approach to differentiation will not satisfy the diverse industry 
expectations or provide the optimum support for the aims of the ACS. A broad 
based approach may be the best solution. 
 
It is recommended that a combination of the following approaches is 
considered further: 
 
·  Informed Choice  
·  Beacon Status 
 
In addition it is recommended that two existing approaches are improved or 
developed further: 
 
·  Assessment scoring/dashboard 
·  Company-wide approval 
 
Implementing this multi-faceted approach would enable the SIA to address a 
number of interconnected issues: 
 
·  The Informed Choice approach allows the SIA to recognise the benefits of 

other supporting initiatives within not only the security industry but also 
within the wider business community. It will also help to create a 
consensus within the industry on the positioning of the ACS. 

·  Beacon Status will allow individual companies to present best practice and 
innovation in the industry. 

·  Continued development of assessment scoring will support the need for 
continuous improvement in the industry. The dashboard approach will help 
to remove focus on individual scores and avoid unproductive ‘points 
chasing’. 

·  The company-wide or ‘full’ approval approach recognises companies that 
have embraced ACS requirements across all their activities and formalises 
a status that is already discernable from the register of approved 
contractors and other published information. 
 

These approaches are consistent with the (pending) recommendation of the 
Hampton Implementation Review relating to the active involvement of the 
industry in the development and implementation of differentiation. The 
approaches do not impose differentiation on ACS companies but enable 
contractors to differentiate themselves. Smaller companies are not 
disadvantaged and the ethos of the ACS as a voluntary scheme, accessible 
to all security providers, is maintained.  
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Bob Doyle, Skills for Security 
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Jim Tyner, ACPO 
Ken Meanwell, ACPO CPI 
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Stuart Lowden, Wilson James Limited 
Russel Kerr, Option1 Security Limited 
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Hugh Williams, SLRS 
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9. Appendix B – Interview Notes 
 
During the course of the review activity a number of interviews were held with 
interested parties. Details of those interviewed are shown in Appendix A. 
 
The comments recorded have been broken down into the following segments; 

·  in favour of differentiation 
·  not in favour of differentiation 
·  relating to purchasing security services 
·  relating to regulation a n the Hampton Principles 
·  relating to the current ACS 
·  relating to scoring 
·  General comments 

 
Comments recorded in favour of differentiation 

·  Differentiation is required in the security market. However this may be 
influenced by individual sector needs i.e. retail, corporate etc. 

·  There is a need for differentiation within the ACS due to the increasing 
number of contractors that are becoming approved. This is making it 
difficult for purchasers of security to select security contractors and as a 
result price is being used. 

·  Margins are being effected by market place conditions and by the reliance 
on major organisations on using professional buyers not security 
managers, having no ability to differentiate within ACS is adding to the 
issue 

·  With 600 ACS contractors the need for differentiation within the scheme is 
increasing 

·  This is not an ideal world therefore there is a demand for differentiation in 
the ACS especially with the increasing number of approved contractors.  

 
Comments recorded not in favour of differentiation 

·  Generally not in favour of differentiation 
·  There is a need for differentiation but this should not be based on ACS, 

there are wider issues for buyers to consider 
·  Differentiation should not be done on the basis of size, turnover etc 
·  Differentiation mainly being pushed by the larger companies  
·  One large company, publically on the record indicating they do not want all 

the existing contractors in the ACS, as their intention was that ACS would 
be the differentiator  

·  Original intention of ACS was to raise standards and create an industry 
benchmark, not to differentiate contractors within the scheme  

·  In an ideal world differentiation within the ACS would not be required as it 
is about raising standards across the industry not about individual 
company performance. 

·  Differentiation within the ACS may not be in the best interest of the 
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industry if done for the wrong reasons. 
·  Even if differentiation was introduced this would potentially not have an 

impact on margins as the same types of companies would potentially 
achieve the same level of approval and again it would become a price 
issue 

·  It is not the role of a regulator to provide a company with a competitive 
advantage, which may be the case if differentiation is introduced 

·  Generally not in favour of differentiation, it is not the role of the regulator to 
differentiate. The regulators role is to raise standards generally. This can 
be done without differentiation- through adding value and raising the bar 
gradually.  

·  ACS to demonstrate an “acceptable” level of performance not rate 
performance within the industry. Differentiation may lead to “ranking”. 
Ranking is not an informed way of judging performance. It is up to 
companies to differentiate themselves in the market place. 

·  Differentiation does not fit with the original strategy for the ACS 
·  Could prove a barrier to smaller companies – although technically their 

ability to achieve a high score is there. ACS currently creates the “level 
playing field” that simply was never there before 

·  Generally not in favour of differentiation, but SIA needs to understand in 
more detail why companies are asking for it. 

·  ACS approval was launched to create a level playing field, giving all 
companies regardless of size the ability to demonstrate a base level of 
performance within the security sector 

·  Most potential clients have their own way of differentiating between 
companies and some like local authorities use there own scoring system 

·  Differentiation demand is being driven by the larger companies who are 
trying to gain a commercial advantage 

·  Why differentiate – Kudos = Yes / Benefits = No 
·  Differentiation should not be introduced into the ACS scheme; education 

of buyers would be the preferred option. Buyers need to understand: 
·  What ACS is and what it delivers 
·  Methods of differentiating security companies i.e. Professional 

body membership, other certification schemes, size and scope of 
operations, location etc. 

·  SIA could “recognise” other schemes, approvals, memberships as 
part of this process 
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Comments recorded about purchasing security services  
·  Why do purchasers need differentiation: 

·  Different security needs 
·  Different types of security 
·  Buyers do not know what they need which is not helped by a large 

number of potential suppliers 
·  Security is seen as a commodity 

·  Why would ACS introduce differentiation: 
·  To aid purchaser choice (although data may be infrequently used 

to due duration of security contracts) 
·  To persuade purchasers to not only focus on price when selecting 

a supplier 
·  Guidance for purchasers may be a better use of resource 

·  What matters to you – what to look for / ask 
·  Educate purchasers to not just focus on price 

·  ACS is not being demanded by procurement specialists as they consider it 
a pre-requisite to tender as with ISO9001. These individuals are assuming 
everyone has it as it is becoming so prevalent 

·  Smaller purchasers, non-procurement specialist, are asking about ACS  
·  Scores are sometimes requested at the tender stage but those asking do 

not necessarily understand what the score means. Therefore the score is 
being used as a differentiator 

·  ACS in it’s current format is driving value out of the industry as 
professional purchasers require ACS as a pre-tender condition and then 
use price as the differentiator. Their comment being “you are all approved 
companies, so why pay more!” 

·  Educating purchasers has been tried in the past through the CIPS but 
purchasers are have a limited attention span when it comes to security i.e. 
only when a tender is being placed potentially once every year or less 
frequently.  

·  Increasingly buyers are asking “What is your ACS Score”, in addition to 
this they are now asking for copies of the SAW and assessment reports 
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Comments recorded in relation to regulation 
·  Could differentiation be seen as restriction to trade and does it fit with 

overall role of SIA as a regulator and the Hampton principles 
·  Mandatory company licensing should form the basis of the differentiation 

of security companies 
·  Mandatory requirements for the licence to cover: 

·  Legal entity 
·  Insurance, employee and public liability 
·  PAYE registration 
·  VAT Registration, if required i.e. T/O over £65K 
·  Vetting of staff and only using licensed staff 

·  Differentiation does fit into the Hampton principles as they require 
regulators to encourage economic growth. 

·  Differentiation within the ACS may not be in accordance with the Hampton 
principles, any developments along these lines would need to take these 
into account. 

·  Differentiation of companies within the security sector is not the role of the 
SIA. The regulator should remain independent of commercial activities 

·  Some form of base registration is required for all security companies, this 
should cover as a minimum the following base requirements: 

·  Fit and proper shareholders and directors (the influence of 
“consultants” also needs to be considered in this point) 

·  Commercial stability 
·  Financial performance / credit history 
·  Training 
·  Industry knowledge 
·  Potentially Professional body membership 

·  Company registration should be compulsory (industry would welcome this) 
and this should be seen as the starting point with ACS a natural 
progression for all companies (the minimum level of achievement) 

·  Differentiating between security companies is not the role of the regulator 
and is not in accordance with the Hampton principles 
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Comments recorded about options for differentiation 
·  Differentiation needs to focus of service out put not the process of delivery 
·  Tiered structure 

·  ACS = Pass = Basic “Standard” company 
·  ACS + = Good = clever use of additional boxes (best practice 

could deliver this within the existing scheme 
·  ACS++ = Excellent 

·  Better use of best practice could be used as a differentiator 
·  Security awards do not offer any “learning benefits” for this project as they 

are issued based on subjective opinion 
·  Could differentiate on the basis of size 

·  Does not allow for differentiation within size groups 
·  Issues will occur when a company crosses a “size boundary” 

·  Using purchaser data is not an option as most will not respond (even if SIA 
know who to talk too) 

·  Differentiation Options: 
·  Option 1 – Do nothing 

o Potentially generate bad publicity / not addressing a 
concern or issue raised by stakeholders 

o SIA on the defensive 
o Could result in a competing scheme 
o Compared constantly with other schemes i.e. NSI 

·  Option 2 – Multi-level / Tiered approach 
o Could be complex 
o Not easy to manage 
o Not the role of a regulator to “grade” commercial 

companies – Hampton principles apply 
o Will not be able to meet all accreditation needs – it will 

never be enough 
·  Option 3 – Coalition of accreditation 

o Need to avoid this being seen as  a hierarchical approach, 
this could leave ACS undervalued and create issues on 
which approach has most value 

o Potential to generate coalition around compulsory company 
licensing, when available but feasible without this core in 
the meantime 

o Highlight the unique selling points of each form of 
accreditation / approval so that buyers can choose what 
assurance they want. 

o Benefits and entry criteria for each approach identified 
allowing purchasers to make an informed choice when 
selecting security companies. This approach uses existing 
schemes, industry groups to create the differentiation 

 
·  Base level of compliance with an option to apply best practice and 
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additional criteria 
·  Entry level (Mandatory) 
·  Level 1 (ACS Base criteria) 
·  Level 2 (ACS + Additional Criteria) 
·  Level 3 (ACS + Best Practice) 

·  Banding could be related to the 9 Criteria with “stars” issued for each 
criteria – think McDonalds staff. Performance in individual criteria can then 
be used by purchasers to obtain a “best fit” contractor.  What 
about published qualitative assessments that are in the public domain 
(minus scores) - bit like OFSTED reports? This would stack up with the 
public interest issue. 

·  Differentiation needs to be some form of banding similar to NSI Bronze, 
Silver, Gold (although this is not ultimately the solution) 

·  Differentiation could include: 
·  Awards by sector and size (Similar to BSIA) for best practice 
·  Issuing guidance on scores by sector and size 

·  The “dashboard” could have some merit but would require guidance being 
issued so that purchasers would understand what they are looking at 

·  Differentiation can be handled by: 
·  Size 
·  Criteria 
·  Sector 
·  Performance level 
·  Company infrastructure i.e. Control room 
·  A combination of the above 

·  Differentiation could be handled by developing a tiered approach using 
different criteria depending on size / turn-over which would require 
different levels of infrastructure depending on the sector. Guidance could 
be included on charge out rates and pay levels 

·  If meaningful improvements are to be made in the industry then 
differentiation based on improving conditions for security officers would 
prove the most valuable as it would generate stability in the industry and 
potentially create an industry of choice rather than last resort. Issues to be 
considered: 

·  Implementation of the working time directive 
·  Pay above the minimum wage 
·  Sick pay and annual leave  

·  Consider a tiered approach as follows (no scoring would be involved): 
·  Entry Level – Compliance with company requirements from ACS 

(Mandatory licensing of companies) 
·  Basic Level – Meet the base requirements of the current 89 ACS 

indicators, best practice criteria that are met recorded within the 
report 

·  Advanced – ACS + additional requirements that will stretch the 
contractor i.e. Working time, shift patterns, wages, management, 
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training, terms and conditions of staff – sick leave, holiday, etc. 
Consideration could also be given to continually raising the bar to 
keep the number of companies at a level to be determined, 
potentially 10 – 15%. This level would be onerous and would 
stretch companies, potentially only 10 – 15% of companies would 
reach / would want to reach this level. Additional assessment time 
would be needed increasing costs – which would be another 
barrier to entry 

·  Only companies with sufficient records to demonstrate 
compliance with ACS would be approved i.e. 6 months trading 
history. A further 18 months trading history would be a pre-
requisite to being an Advanced company 

·  Another solution would be for the SIA to “recognise” other schemes / 
industry memberships and publish the benefits of approaches so that 
purchasers can make an more informed decision when buying security 
services 

·  If differentiation is to be introduced consider a rating system related to 
each of the 9 sections of the SAW using a “dashboard” to reflect 
performance either colour or stars or this could be more beneficial if used 
internally to gain an understanding of Approved Contractors performance 

·  Approach will need to consider size of organisation as well as sectors they 
are operating in. 

·  Using a grading approach i.e. A,B,C,D would drive improvement as no 
organisation would want to be graded in the D category 

·  ACS should not adopt a Bronze, Silver, Gold approach for differentiation 
purposes 

 
 
 

Comments recorded about current ACS 
·  Weaknesses exist in the delivery of security services in the off-shifts and 

ACS does not currently assess these times combined with announced 
visits the scheme is not effectively evaluating individual company 
performance 

·  Numerous benefits to ACS and by association assist with differentiation 
would be achieved by improving quality of assessments 

·  Assessor inconsistency could have a large impact on differentiation, 
depending on the methodology adopted. This could also lead to additional 
complaints about ACS. 

·  If assessment output results in differentiation this could lead to additional 
pressure being placed on assessors for the “correct score”. Raising issue 
for the SIA in relation to corruption, intimidation of assessors / ACS Staff 

·  A balanced score card approach may be a consideration 
·  Different routes to ACS could result in issues relating to a differentiation 

scheme. Passport would have a major impact 
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·  Current perception is that there are too many companies in the ACS, this 
is not currently an issue in Scotland as take-up is low but it is increasing. 
As numbers keep increasing the need for differentiation increases 

·  ACS criteria to be split into sector driven criteria making it easier to 
approve companies for individual sectors 

·  ACS does provide a road map for improvement 
·  To continue to raise standard the SIA need to engage an expert group to 

review the SAW and concentrate on assessor performance. 
·  A major barrier to any differentiation is the consistency of the assessment 

process. Currently there are too many assessment bodies and assessors 
to make any differentiation project meaningful 

·  If scoring was done fairly and equitably there would not be the 600 ACS 
companies there are today 

·  To ensure a level and consistent assessment process only one assessing 
body should be used 

·  Wider consultation is required on the SAW as one size does not fit all. The 
paperwork burden on smaller companies is not acceptable 

·  ACS should have core requirements with sector driven additional 
requirements leading to approval by sector 

·  Codes of Practice must be embedded into the ACS and not used solely as 
guidance 

 
 
 

Comments recorded about scoring 
·  ACS scoring is not necessarily the answer 
·  Scoring is not the solution to differentiation, it is subjective and open to 

individual assessor interpretation and experience 
·  Purchasers do not understand scoring methodology and using a straight 

score comparison technique does not necessarily reflect company 
performance. If a company has a score of 20 points does not mean it is 
twice as good as a company with 10 points.  

·  Current scoring is subjective and potentially a wide variation between 
assessors which would make using scoring as the differentiator difficult  

·  Using scoring as a differentiator raises a number of issues  
·  Pressure on assessors  
·  Subjective  
·  Not original intention of the current scoring methodology  
·  Purchasers do not understand scoring  
·  Potentially Chapter 6 of the SAW is more important that other 

areas as this deals with operational issues could be under valued 
in favour of points from non-operational sections 

·  It becomes about the score not continual improvement  
·  The scoring aspect of the SAW was originally only for internal purposes 

and could be considered irrelevant, now scoring has become a major 
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issue as contractors are using this to differentiate because there is no 
viable alternative 

·  Individual scores should not be used as the differentiator as this only 
benefits the top scoring contractor 

·  Analysis of the impact on scoring for individual sector versus multi-sector 
contractors would need to be undertaken 

·  Current understanding is that regardless of size a contractor has the same 
potential to score points as assessors require different levels of 
documented procedures / evidence depending on the size of organisation 

·  Scoring in it’s current format does not provide the solution, if a criteria 
based approach was used scoring could be dropped. 

·  Company could score 100 and still not meet the base requirements i.e. not 
meet a mandatory requirement 

·  Scoring is not the solution as companies will turn it into a points race, 
seeking the easier points.  

·  Comparison on points in the current format is mis-leading, but has become 
the issue as this is how companies are promoting their activities and 
“uninformed” purchasers are requesting them as they are aware that 
scores exist 

·  Current scoring system should not form the basis of any differentiation 
scheme 

·  Scoring designed as a benchmark tool and for continual improvement 
measurement 

·  Scoring creates added pressure for the assessor, if used for differentiation 
would create additional issues. It also deflects attention from doing what’s 
right for the business onto focusing on “points scoring”. Impossible to 
assess holistically when scores are involved - or at least it makes it even 
more difficult for our assessors who find the holistic approach difficult 
anyway. 

·  Scoring within the ACS is not static and the overall score fluctuates on an 
annual basis as the SAW is updated for example if a company does not 
improve 2008-2009 their score will probably drop automatically by about 
11 points 

·  Requests for scores being driven by Buyers who do not understand the 
process and what the score actually means 

·  Scoring has become a de facto differentiator which was not the intention of 
the SIA, some security companies are using their score to market 
themselves 

·  Request for an “achieved” score in tenders is anti-competitive 
·  Buyers are using scoring and ACS reports to differentiate suppliers without 

understanding the mechanics behind the process 
·  Scoring is not the solution to differentiation and it should not be used in 

this way 
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Other comments recorded 
·  Definition of differentiation: 

·  Analogy: 
o Pret a Manger – presentation, delivery and contents quality 

is consistent 
o Cost Cutters – No repeatability in quality of product 

·  Ability to deliver a professional security service consistently (Out 
put at a higher level) 

·  Key to differentiation is “consistency” 
·  General Comment: Security Industry has a weakness at the middle / 

operational manager level 
·  Security industry perceives mediocrity as excellence this “viewpoint” will 

influence differentiation discussions 
·  SIA role is to raise standards; this can be achieved by: 

·  Mandatory scheme = base level of compliance 
·  Voluntary scheme = continually increasing the level of compliance 

·  No evidence to support some commentators assumption that ACS has 
had a negative impact of fees charged for security services 

·  Supply chain relationship (Very generic viewpoint) 
·  General = Many suppliers to one purchaser 
·  Security = One Supplier to one purchaser 

·  The real question is: Is there really a need for differentiation, what are the 
reasons for going down this route? 

·  Could differentiation impact  on the confidence that people have in the 
scheme 

·  If displayed as part of a wider ‘matrix’, being viewed by customers as a 
confidence booster and if things subsequently go wrong the SIA being 
exposed to criticism that we indicated the supplier was ‘safe’.   

·  Who is asking for differentiation and their reasons for doing so is important 
to my mind.  Is it the ‘big boys’, who want to recapture their dominant 
position in the market, or is it the likes of NSI who see ACS as a threat to 
their business? 

·  Small companies could score better but decide not too as they are happy 
with the score obtained as it fits their business model.  One concern is the 
robustness of smaller proprietor run companies.  If the owner falls under a 
bus tomorrow, the lack of formal processes would hinder business 
continuity significantly.  How do we overcome this as part of an objective 
scoring/assessment process? 

·  Any differentiation scheme MUST NOT increase the costs associated with 
ACS 

·  Differentiation does already exist within the industry 
·  600 ACS companies out of 2500 (approx.) security companies 
·  Specialist providers versus general providers (companies offering 

other services as well as security i.e. cleaning) 
·  Specialist providers who concentrate on one sector i.e. door 
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supervision 
·  Size 
·  Location 
·  Infrastructure 
·  Implementation / use of relevant codes of practise 

·  The how is not as important as the why: 
·  Are the SIA looking to raise the performance bar for the industry 
·  Is it to raise the credibility of the ACS 
·  Approved company demand 
·  Some other reason? 

·  Licensing has been good for the industry 
·  Any differentiation system would need to be closely monitored by the SIA 

of particular concern is allocation of man-days. If additional time is 
required potential to control cost of proposal is reduction in man-days 
which would affect the integrity of the scheme. Possible for solutions are 

·  All contracts must be ratified by the SIA 
·  SIA allocate the man-days and the company runs a small 

tendering process 
·  The size categories used by ACS are not consistent with industry norms 

consideration needs to be given by the SIA to change their approach so 
that it is in-line with industry. 

·  FM companies should also be required to register if they offer “security” 
services 

·  ACS should be a UKAS managed scheme  
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10. Appendix C – Scoring review 
 
Scoring issues 
 
There is a widely held view that the current assessment scoring methodology 
is valuable for promoting and monitoring continual improvement within a 
company but is not sufficiently reliable to provide more than an initial indicator 
of company performance.  
Under the current assessment scoring system, although any size of company 
can potentially achieve a “high score” the average score achieved in practice 
varies by company size with larger companies consistently out scoring 
smaller organisations (see figure below). 
 
Because of the construction of the good practice sections in the SAW there is 
also variation in the score that can be achieved by companies operating in 
different sectors e.g. a security guarding company can achieve a higher score 
than a close protection because of additional good practice in the SAW 
relating to control rooms and other sector specific activity. This in itself does 
not create an issue until consideration is given to companies that are 
operating in multiple sectors but it then becomes impossible to compare the 
score of a specialist provider versus a multi-sector provider. 
 
 
Further detail is provided in the analysis below  
 
 
Methodology 
 
An evaluation of the scores achieved by 10 companies from each size 
category (Micro, Small, Medium and Large) was undertaken. The companies 
were selected at random and their Year 1 Assessment score was analysed. 
 
Conclusion: 
 
The following chart depicts the scores by SAW section for each size category 
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As shown on the graph above the large companies are outscoring smaller 
companies by factor of between two and four times.  
 
Section 6 which accounts for 25% of the score achieved relates to People. 
This section includes requirements related to HR practices as well as 
management, supervision, training and development which larger companies 
will naturally adopt. Small and micro companies could find the cost of 
implementing these practices commercially untenable.   
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